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Trusted

jTOP® ID
Performance & security for Java Card™ certified ID applications

Trusted Logic’s jTOP® platform - designed to serve the future e-Passport & Personal Identification markets, with
either pure contactless or dual-interface protocols - provides high security and the best performances to offer a truly
flexible platform with its Java™ engine.

The jTOP® e-Passport and e-ID solution also provides the unique selling proposition to convince secure printers &
governments to turn to the Java™ world. JTOP® e-Pass and e-ID is synonymous of high...

... Flexibility

e Dynamic download
Trusted Logic’s jTOP® platform features the latest combination of standards, namely Java Card™ 2.2.1/ Visa
GlobalPlatform 2.1.1. New applications may be downloaded post-issuance without jeopardizing the platform
and application certificates.
With ICAO LDS loaded in ROM, the platform also addresses personal identification and e-Passport needs,
supporting both elliptic curves and RSA for EAC (Extended Access Control).

... Security

e Common Criteria EAL5+
The jTOP® platform (reference JCLX80jTOP20ID) is now compliant with the Common Criteria evaluation
EAL5+ level. Trusted Logic continues to pioneer the evaluation of Java Card™ open platforms, after a first CC
EAL4+ certificate in December 2005 (Ref. DCSSI//2005-52).

e Common Criteria EAL4+
The LDS application loaded in ROM will be certified under the CC composition scheme at EAL4+ level, both
for BAC (Basic Access Control) & EAC (Extended Access Control), by Q2 2009. These certificates will reinforce
the penetration of JCLX80jTOP20ID in the Java Card™ e-Passport market, currently addressed by native
solutions.

... Performance

e Basic Access Control (BACQ)
The BAC mode consists of reading the picture stored on the e-Passport, encrypted with a DES key derived
from the MRZ (Machine Readable Zone). With a 20Kbyte photograph, JTOP® e-Passport performs the display
in less than 3 seconds!

e Extended Access Control (EAC)
The EAC mode adds highly secured performances to the Basic Access Control (BAC) by incorporating
biometrics protection based on elliptic curve & RSA. Moreover, EAC makes it possible to add more
sophisticated methods of citizen identification, such as fingerprint and iris. JTOP® performs the photograph
and fingerprint display typically in 10 seconds!

To adopt jTOP® e-Pass & e-ID solution means to choose:

e A Defensive Virtual Machine e On-Card Debugger (optional)
e Built-in Integrity & Confidentiality e High performance with LDS API
e Dynamic ROMizing Capability e CCEAL5+ certified solution

Transportation — Contactless application ready

optle Qearr 0
N/ & . Trusted Logic contributed to the development of the e-transit application program on a

jTOP® architecture. The French transportation leader, RATP, is already benefiting from this
solution by incorporating it into the Navigo system.
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- Masks available for jTOP® ID & Transport

Masked applications (e-Passport)

® LDS e-Passport ICAO v1.7
-NAC )
-BAC v
-AA v
- EAC Version -

- EAC-RSA mode -
- EAC Elliptic curve -
« Certification(s) EAL 4+ (BAC)
Masked applications (Transport)
¢ Navigo™ (RATP® specific application) -
Communications

¢ Contact based T=0 - T=1 protocols v
- Direct and inverse conventions
- Speed supported

¢ Contactless Type A & Type B
- Speed supported in Type-A & Type B

424 Kbytes/s (Type-B)
Security

* Security manager

* Built-in security measure in Memory manager
e Built-in security measure in I/Os manager

o Built-in security measure in Crypto manager
 Built-in security measure in JC(VM
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Available memory

1024 bytes (w/o CRT)
2048 bytes(CRT)
Visa config.2 (with PK)

- Support of size keys

- Supported padding
- RSA standard key pair Until 1024 bytes
- RSA CRT key part generation Until 2048 bytes
o Elliptic curve -
- Support of key sizes -
- ECDSA signature -
- ECDSA key pair generation -
- ECDH key agreement -
* Diffie Hellman -
- Key Agreement -
- Key pair generation -
® SHA-1/SHA-224 | SHA-256 SHA-1
« MDs5 v
¢ RIPEMD160 -
* SEED v
* AES -
¢ COMP128 -
* Milenage -

Type
* High level of configurability
¢ Patch manager
¢ On Card Debugger (OCD)
¢ Dynamic pre-insurance Mask generation
¢ DAP support for Issuer Security Domain -
¢ Closed platform configuration support -
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EEPROM Switch config.
9.6000 - 115.200 bauds
v

106 Kbytes/s (Type-A) 102, 212,

CCEAL 5+

JCLX8ov#27
SLE66CX800PE
240 Kbytes
80 Kbytes
6 Kbytes
v

v
v
v

V2.2.1
V2.1.1

V2.1.1 config.2
v

v
V4.0

Specifications CCEAL 4+

¢ Mask reference jTOPv#8.05
« Chip SLE66CX640P
e Flash -

* ROM 136 Kbytes
* EEPROM 64 Kbytes

* RAM 4 Kbytes

¢ 3DES Co-processor v

¢ RSA Co-processor v

o CCEAL 4+ v

o CCEALG+ -

¢ Java Card™ V2.1.1
 GlobalPlatform V2.0.1

* Visa GlobalPlatform V2.0.1" config.2
* ISO 7816-3 ; 7816-4 v

* 1S0 14443-3 /144434 v

¢ EMV2000 V4.0

ICAO v1.7
)
v
v

V111
v
v

EAL 5+ (BAC/ EAC)

EEPROM

v
EEPROM Switch config.
9.6000 — 230.400 bauds
v

106 Kbytes/s (Type-A) 102, 212, 424,
848 Kbytes/s (Type-B)

|

71,5 Kbytes
1088 bytes
1792 bytes
512 bytes
390 bytes
<1 Kbytes

v
v

Visa config. 2 (PK)

¢ Java Card™ Heap (EEPROM) 60 Kbytes
¢ Transaction buffer (EEPROM) 832 bytes
* Transient space (RAM) 1024 bytes
¢ Java Card™ stack (RAM) 256 bytes
¢ APDU Buffer (RAM) 262 bytes
* ROM space to mask applets <1 Kbytes
« DES, 3DES

- Support of simple & double size keys v

- Support of 3keys v

- Supported padding Visa config. 2 (PK)
* RSA

1024 bytes (w/o CRT)
2048 bytes(CRT)
Visa config.2 (with PK)
Until 1024 bytes
Until 2048 bytes
v

160-256 bytes
v

v
v
v
Public key validation supported
v

SHA-1/224 [ 256

|
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Contacts

Sales & Marketing Trusted Logic
Smart Cards & Secure Tokens B.U.
Tel: +33 (0)1.30.97.25.00
contact@trusted-logic.com



